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Abstract. Systemic risk arises when distress in one part of the financial system 

propagates through interconnected institutions and markets, threatening 

economy-wide stability. Global crises—most notably the 2008 Global Financial 

Crisis (GFC) and later stress episodes—revealed how excessive leverage, 

maturity mismatch, weak supervision, and opaque intermediation can amplify 

shocks. This article reviews how financial regulation mitigates systemic risk 

through (i) stronger capital and liquidity standards, (ii) macroprudential 

oversight, (iii) resolution and crisis-management regimes, (iv) market conduct 

and transparency requirements, and (v) coordinated cross-border supervision. 

Drawing lessons from major crises, it argues that effective regulation must be 

risk-sensitive, countercyclical, and enforceable, while adapting to emerging 

vulnerabilities such as non-bank financial intermediation and digital finance. The 

paper concludes with policy implications for building resilient financial systems 

in emerging markets, emphasizing supervisory capacity, data infrastructure, and 

institutional coordination. 
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1. INTRODUCTION 

Financial systems support growth by mobilizing savings, allocating credit, and enabling 

payments. Yet these same functions create vulnerabilities when institutions become highly 

leveraged, rely on short-term funding, and build dense interconnections through interbank 

markets, derivatives, and common asset holdings. Systemic risk is not simply the failure of a 

single bank; it is the possibility that failures cascade into a broader loss of confidence, credit 

contraction, and real-economy downturn. The 2008 GFC demonstrated that micro-level 

prudential compliance was insufficient when system-wide risk built up outside traditional 

supervisory sightlines—through shadow banking, securitization chains, and correlated 

exposures. Financial regulation seeks to internalize the externalities created by systemically 

important institutions and interconnected markets. It aims to prevent risk accumulation during 

booms, limit contagion during stress, and ensure that failures can occur without taxpayer-
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funded bailouts. Post-crisis reforms—capital/liquidity upgrades, macroprudential toolkits, 

stronger resolution frameworks, and systemic oversight bodies—represent an attempt to 

move from firm-by-firm supervision to system-wide stability management. 

Prudential Regulation: Capital, Liquidity, and Leverage as Shock Absorbers 

Prudential regulation forms the first line of defense against systemic crises by strengthening 

the resilience of individual financial institutions. A central lesson from past crises is that 

banks must hold sufficient loss-absorbing capacity to withstand adverse shocks without 

triggering panic or contagion. When capital buffers are thin, even moderate losses can erode 

confidence, spark funding pressures, and transmit distress across interconnected institutions. 

By contrast, well-capitalized banks are better positioned to absorb unexpected losses while 

continuing to provide credit to households and businesses, thereby preventing financial 

instability from spilling over into the real economy. Post-crisis reforms, particularly under the 

Basel III framework, significantly increased both the quality and quantity of capital. 

Emphasis shifted toward Common Equity Tier 1 (CET1) capital, which provides the 

strongest protection against insolvency. Higher minimum capital ratios, capital conservation 

buffers, and additional surcharges for systemically important banks collectively enhance 

resilience. Importantly, these measures reduce moral hazard by ensuring that shareholders—

rather than taxpayers—bear the first losses when institutions face distress. Liquidity 

regulation represents another essential pillar of prudential oversight. During financial crises, 

banks often experience sudden funding withdrawals, especially when they rely heavily on 

short-term wholesale markets. To address this vulnerability, regulators introduced tools such 

as the Liquidity Coverage Ratio (LCR) and the Net Stable Funding Ratio (NSFR). These 

requirements ensure that banks hold adequate high-quality liquid assets to survive short-term 

stress and maintain stable funding structures over longer horizons. By limiting reliance on 

unstable funding sources, liquidity standards reduce the likelihood of bank runs and fire-sale 

dynamics. 

The leverage ratio complements risk-weighted capital requirements by providing a simple, 

non-risk-based constraint on balance sheet expansion. Prior to the Global Financial Crisis, 

risk-weight models sometimes underestimated exposures, allowing institutions to build 

excessive leverage. The leverage ratio acts as a backstop, preventing regulatory arbitrage and 

excessive risk accumulation even when risk assessments fail. Together, capital, liquidity, and 

leverage measures operate as shock absorbers: they reduce the probability that negative 

shocks force rapid deleveraging, which could otherwise lead to system-wide credit 

contractions. 

Macroprudential Policy: Leaning Against the Credit Cycle 

While prudential regulation focuses on individual institutions, macroprudential policy 

addresses risks that arise at the system level. Financial crises often originate from cyclical 

credit booms, asset bubbles, and correlated exposures that extend beyond any single 

institution. Macroprudential regulation therefore seeks to moderate excessive risk-taking 

during expansions and build buffers that can be released during downturns. This systemic 

orientation reflects the recognition that stability depends not only on the health of individual 

banks but also on the behavior of the financial cycle as a whole. One of the most prominent 

tools is the Countercyclical Capital Buffer (CCyB), which requires banks to accumulate 

additional capital during periods of excessive credit growth. By increasing capital 

requirements in good times, regulators aim to curb exuberant lending and ensure that banks 

enter downturns with stronger balance sheets. When conditions deteriorate, the buffer can be 

released, allowing banks to absorb losses and maintain lending. This time-varying approach 

directly addresses the procyclicality that historically amplified crises. Macroprudential 

authorities also use borrower-based measures such as Loan-to-Value (LTV) and Debt-to-
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Income (DTI) limits. These instruments are particularly effective in containing real estate 

bubbles, which have been a common trigger of systemic crises. By restricting excessive 

household leverage, LTV and DTI caps reduce the vulnerability of borrowers and banks to 

housing market corrections. Similarly, sectoral capital requirements can target overheated 

segments—such as commercial real estate or consumer credit—without imposing broad 

constraints on the entire financial system. 

Another critical component is systemic stress testing, which evaluates how banks and 

financial systems would perform under severe but plausible macroeconomic scenarios. Stress 

tests not only assess capital adequacy but also enhance transparency and market discipline. 

When credible and well-designed, they strengthen confidence in the financial system and 

guide supervisory interventions before vulnerabilities escalate. Ultimately, macroprudential 

policy embodies a key lesson from global financial crises: stability requires countercyclical 

discipline. Regulators must act proactively during boom periods, resisting political and 

market pressures that favor rapid credit expansion. By building buffers in good times and 

deploying them in bad times, macro 

Resolution Regimes and “Too-Big-to-Fail”: Making Failure Safe 

The Global Financial Crisis (GFC) demonstrated that the collapse of large, complex financial 

institutions can generate catastrophic spillovers across markets and economies. Governments 

were often compelled to provide extraordinary public support to prevent systemic breakdown, 

reinforcing the “too-big-to-fail” (TBTF) problem. When markets perceive that certain 

institutions will always be rescued, incentives for prudent risk management weaken, and 

funding costs become artificially low. This dynamic not only distorts competition but also 

increases systemic vulnerability by encouraging excessive leverage and complexity. Modern 

resolution regimes aim to address this problem by ensuring that even large institutions can 

fail without triggering systemic panic. A central objective is to maintain the continuity of 

critical financial functions—such as payment systems, deposit access, and clearing services—

while allowing the failing institution itself to be restructured or wound down. By separating 

essential operations from non-viable business lines, authorities can preserve financial stability 

while imposing losses on shareholders and certain creditors. A key innovation is the concept 

of bail-in, whereby losses are absorbed internally by converting debt into equity or writing 

down unsecured liabilities. This approach contrasts with taxpayer-funded bailouts and 

reinforces market discipline. Instruments such as Total Loss-Absorbing Capacity (TLAC) 

and Minimum Requirement for Own Funds and Eligible Liabilities (MREL) ensure that 

sufficient resources are available to recapitalize institutions during resolution. By clarifying 

ex ante how losses will be allocated, regulators reduce uncertainty and the likelihood of panic 

during crises. Resolution frameworks also require large institutions to prepare recovery and 

resolution plans, commonly known as “living wills.” These documents map critical 

functions, legal structures, and operational dependencies, enabling authorities to act swiftly in 

distress scenarios. For globally active banks, enhanced cross-border coordination among 

supervisory and resolution authorities is essential. Crisis episodes have shown that 

fragmented national responses can worsen instability; therefore, international standards 

promote cooperation and information sharing to manage failures in a coordinated manner. 

Ultimately, credible resolution regimes reduce moral hazard by restoring the principle that 

investors bear the consequences of risk-taking. When markets believe that failure is 

possible—and orderly—funding costs more accurately reflect institutional risk profiles. This 

alignment of incentives discourages excessive leverage, promotes simpler organizational 

structures, and strengthens overall financial stability. 

Emerging Risks and Regulatory Frontiers: Non-Banks, Data Gaps, and Digitalization 
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While post-crisis reforms significantly strengthened banking regulation, systemic risk has 

increasingly migrated beyond traditional banks. The rapid growth of non-bank financial 

intermediation (NBFI)—including asset managers, money market funds, insurance firms, 

and fintech platforms—has expanded the financial ecosystem. Although these entities 

provide valuable credit and liquidity services, they may engage in leverage and maturity 

transformation without equivalent regulatory safeguards. Liquidity mismatches in open-

ended funds, for example, can trigger redemption pressures and asset fire sales during market 

stress, amplifying systemic shocks. 

The expansion of private credit markets and hedge fund activities introduces additional 

channels of contagion. Although these entities operate outside traditional banking regulation, 

they maintain financial linkages with banks through credit lines, derivatives exposures, and 

repo markets. Losses in leveraged non-bank sectors can therefore transmit back to regulated 

institutions, creating feedback loops. Regulatory frameworks must adapt to monitor 

interconnectedness across the broader financial system rather than focusing solely on banks. 

Beyond balance-sheet risks, operational and cyber vulnerabilities represent emerging 

systemic threats. Increasing digitalization of financial services enhances efficiency but also 

exposes institutions to cyberattacks, technological failures, and infrastructure disruptions. A 

large-scale cyber incident affecting payment systems or clearing platforms could generate 

systemic consequences even in the absence of insolvency. Consequently, operational 

resilience has become a critical component of financial stability policy. A persistent 

challenge is the presence of data and transparency gaps. Complex financial networks and 

shadow banking activities often lack comprehensive reporting standards, limiting regulators’ 

ability to identify risk concentrations in real time. Without high-quality, timely data, 

supervisory interventions may come too late to prevent contagion. Strengthening market-

wide data collection, enhancing disclosure requirements, and leveraging technological tools 

for risk monitoring are therefore essential. Looking ahead, effective financial regulation must 

expand the regulatory perimeter, adopt system-wide surveillance tools, and integrate digital 

and operational resilience into stability frameworks. As financial innovation continues to 

reshape markets, regulatory policy must remain adaptive, forward-looking, and 

internationally coordinated to prevent new forms of systemic risk from undermining global 

economic stability. 

Institutional Architecture and Supervisory Coordination 

The effectiveness of financial regulation is deeply influenced by the institutional framework 

within which it operates. Regulatory rules, however comprehensive, cannot achieve their 

objectives without coherent governance structures capable of implementing, monitoring, and 

enforcing them. In many jurisdictions, financial oversight responsibilities are divided among 

multiple agencies—such as central banks, securities commissions, insurance regulators, and 

finance ministries. While specialization can enhance technical expertise, fragmented 

structures may generate coordination failures, overlapping mandates, or regulatory blind 

spots. Such fragmentation can enable regulatory arbitrage, where financial institutions exploit 

differences in supervisory intensity across sectors to assume excessive risk outside strict 

oversight. The global financial crisis highlighted the limitations of silo-based supervision. 

Risks accumulated across sectors—banking, shadow banking, insurance, and capital 

markets—without a central authority fully responsible for system-wide surveillance. In 

response, many countries established macro-level coordination bodies, including financial 

stability councils or systemic risk boards. These entities are tasked with monitoring 

interconnected risks, conducting cross-sectoral assessments, and facilitating information 

sharing among agencies. By promoting a system-wide perspective, they reduce the likelihood 

that vulnerabilities remain undetected due to institutional compartmentalization. Supervisory 
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independence is another critical determinant of regulatory effectiveness. Political interference 

or industry influence can weaken enforcement actions, especially during economic booms 

when financial expansion is politically attractive. Independent regulators with clearly defined 

legal mandates are better positioned to impose corrective measures, increase capital 

requirements, or restrict lending practices when systemic risks escalate. Institutional 

autonomy, however, must be accompanied by strong accountability mechanisms to ensure 

transparency and public trust. Adequate resources and technical capacity are equally 

essential. Financial markets are increasingly complex, characterized by sophisticated 

instruments, digital platforms, and cross-border transactions. Supervisory agencies require 

skilled personnel, robust data systems, and analytical tools to detect emerging vulnerabilities 

in real time. Under-resourced regulators may struggle to keep pace with innovation, allowing 

risks to accumulate unnoticed. Investments in supervisory technology (SupTech) and 

regulatory technology (RegTech) have become vital for enhancing monitoring efficiency and 

data-driven decision-making. Effective coordination among central banks, securities 

regulators, insurance supervisors, and fiscal authorities ensures that risks are evaluated 

holistically rather than within isolated institutional silos. For example, credit booms may 

originate in banking but spill into capital markets and housing sectors, necessitating joint 

responses. Regular inter-agency meetings, shared databases, and formal crisis-management 

protocols enhance preparedness and reduce uncertainty during periods of stress. In sum, a 

well-designed institutional architecture—characterized by clarity of mandates, independence, 

capacity, and coordination—is indispensable for translating regulatory frameworks into 

meaningful financial stability outcomes. 

International Regulatory Cooperation and Cross-Border Spillovers 

In an era of financial globalization, systemic risk rarely remains confined within national 

boundaries. Large banks operate through complex networks of subsidiaries, branches, and 

cross-border exposures, while capital flows move rapidly across jurisdictions in search of 

yield. As a result, financial shocks originating in one country can quickly propagate to others 

through trade linkages, interbank lending, derivatives markets, and investor sentiment. The 

2008 Global Financial Crisis demonstrated how the collapse of U.S. mortgage markets 

transmitted losses to European banks and beyond, revealing the deeply interconnected nature 

of global finance. Consequently, effective systemic risk mitigation requires international 

regulatory cooperation rather than purely domestic oversight. Regulatory divergence across 

countries can create incentives for financial institutions to engage in regulatory arbitrage. 

When oversight standards differ significantly, firms may relocate activities to jurisdictions 

with lighter capital requirements, weaker supervision, or less stringent disclosure rules. This 

“race-to-the-bottom” dynamic undermines financial stability by concentrating risk in poorly 

regulated environments, which can later transmit instability globally. Harmonized standards 

reduce such distortions by promoting consistency in capital adequacy, liquidity rules, and risk 

management practices across borders. Global standard-setting bodies play a central role in 

fostering convergence. Frameworks for capital regulation, resolution planning, and 

macroprudential oversight aim to establish minimum international benchmarks while 

allowing flexibility for local adaptation. Although implementation varies, these common 

standards provide a shared foundation that enhances market confidence and reduces 

uncertainty. Moreover, coordinated stress testing and peer review processes help identify 

systemic weaknesses that may not be visible at the national level. Beyond harmonized rules, 

cross-border supervisory colleges and information-sharing agreements are essential for 

monitoring globally active institutions. Supervisory colleges bring together regulators from 

home and host countries to exchange data, assess risk exposures, and coordinate oversight 

strategies. During crises, timely information sharing can prevent misunderstandings and 
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conflicting policy responses. Without coordination, unilateral actions—such as ring-fencing 

assets or restricting capital flows—can intensify instability and fragment global markets. 

Coordinated resolution planning is particularly critical for systemically important global 

banks. In the absence of predefined frameworks, the failure of a multinational institution may 

trigger legal disputes, asset freezes, and disorderly market reactions across jurisdictions. Joint 

resolution strategies, clear loss-allocation mechanisms, and pre-negotiated cooperation 

agreements enhance crisis preparedness and reduce uncertainty. Ultimately, sustained 

international cooperation strengthens the resilience of the global financial system by 

recognizing that systemic stability is a collective responsibility rather than a purely national 

concern. 

Naveed Rafaqat Ahmad further discusses the significance of human oversight in AI-

supported decision systems. He argues that automated tools should assist rather than replace 

human judgment, particularly in situations where decisions affect citizens’ legal rights, public 

benefits, or access to essential services. Maintaining meaningful human involvement ensures 

fairness and prevents unchecked algorithmic authority. 

Yusoff et al. (2026) examined the factors that support sustainable growth of small and 

medium enterprises by focusing on entrepreneurial intention, organizational culture, and 

networking capabilities. The study explained that strong internal culture and effective 

business networks help SMEs build competitive advantages and maintain long-term 

development. 

Salhab et al. (2025) explored the application of AI-based tools in improving production 

efficiency and quality management within 3D animation processes. The research highlighted 

that Cascadeur software assists in automation, reduces workflow difficulties, and enables 

professionals to achieve better productivity and creative performance. 

Maruf et al. (2024) analyzed the role of robotic hand-in restaurant services in enhancing 

modern dining experiences in Kuala Lumpur. The authors found that AI-powered robotic 

systems improve service accuracy, reduce operational delays, and provide customers with 

innovative and technology-driven restaurant services. 

 

 

 
Summary: 

Global crises show that systemic risk is driven by cycles, interconnections, and incentives—

not merely isolated misconduct. Effective regulation combines microprudential strength 

(capital/liquidity), macroprudential governance (countercyclical buffers and systemic 

tools), and credible resolution (failure without chaos). For emerging markets, the priority is 

not only adopting international standards but ensuring enforcement quality, supervisory 
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independence, reliable data systems, and inter-agency coordination. A resilient system is built 

when regulation is forward-looking, adaptive to new risk channels (especially non-banks), 

and backed by institutions capable of acting early—before vulnerabilities become crises. 
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